Please visit website: http://cxyroad.com

SpringBoot 3.0{¥F B E X iE#&+Interceptor+RedisSLI T H

BT RGB:
BN ER, MEIMERUTSBRER. RIVETH— BE IR,
"X EHE. URERedisHEEN B R ST,

i S RN ERIARE

HRREMRAY "pom.xml” XA EIE Spring Boot 1 Redis HIkHi:

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring—boot—starter-data-redis</artifactld>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring—-boot-starter-security</artifactid>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>

</dependency>

#iit E2: EXBENIRE

BIE—1TBEEXERE, AT ncEEHRITEFEMENControllerf3iA:

import java.lang.annotation.ElementType;
import java.lang.annotation.Retention;
import java.lang.annotation.RetentionPolicy;
import java.lang.annotation.Target;

@Target(ElementType.METHOD)



@Retention(RetentionPolicy.RUNTIME)
public @interface Idempotent {
long expireTime() default 60; // EXIAIHART 8], gfi: F

#i# HIEI: CIEREFHICERNI=EZE

BIE—MZEER, EHHE @ldempotent’ JEEMNAE, HHTESFUHRE:

import org.springframework.stereotype.Component;

import org.springframework.web.method.HandlerMethod;

import org.springframework.web.servlet.HandlerInterceptor;
import javax.servlet.http.HttpServietRequest;

import javax.servlet.http.HttpServietResponse;

import java.lang.reflect.Method;

import java.security.Principal;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.data.redis.core.StringRedisTemplate;
import org.springframework.security.core.context.SecurityContextHolder;
import org.springframework.security.core.userdetails.UserDetails;

@Component
public class ldempotencylnterceptor implements HandlerInterceptor {

@Autowired
private StringRedisTemplate redisTemplate;

@Override
public boolean preHandle(HttpServietRequest request,
HttpServletResponse response, Object handler) throws Exception {
if (handler instanceof HandlerMethod) {
HandlerMethod handlerMethod = (HandlerMethod) handler;
Method method = handlerMethod.getMethod();
Idempotent idempotent =
method.getAnnotation(ldempotent.class);

if (idempotent != null) {
// FRERHBIAFID
Principal principal = request.getUserPrincipal();
String username = principal.getName(); // M
SecurityContextH3£HX
String comment = request.getParameter(”’comment”);



/] £ ERedistiKey
String key = ”idempotent:” + username + ”:” + comment;
Long expireTime = idempotent.expireTime();

// ¥ ERedish R EFE
String value = redisTemplate.opsForValue().get(key);
if (value == null) {
/] A" F1E, FARedis
redisTemplate.opsForValue().set(key, ”1”, expireTime,
TimeUnit.SECONDS);
} else {
/] F&, HITIHEX
int count = Integer.parselnt(value);
if (count >= 3) {
/] B RENBRH
response.setStatus(HttpServietResponse.SC_FORBIDDEN);
response.getWriter().write(”EE iFiS Bk Z_LR”);
return false;
} else {
redisTemplate.opsForValue().increment(key);

}
}
}
return true;

}
}
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import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.context.annotation.Configuration;

import
org.springframework.web.servlet.config.annotation.InterceptorRegistry;
import
org.springframework.web.servlet.config.annotation.WebMvcConfigurer;

@Configuration
public class WebConfig implements WebMvcConfigurer {



@Autowired
private Idempotencylnterceptor idempotencyinterceptor;

@Override
public void addInterceptors(InterceptorRegistry registry) {
registry.addinterceptor(idempotencylnterceptor).addPathPatterns(”/**”);

}

#it# U85 fEController5iE H{ER B E X TR

e, ERERFUHNENAZELER @ldempotent” JE#E:

import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;

@RestController
@RequestMapping(”/comments”)
public class CommentController {

@PostMapping
@Ildempotent(expireTime = 60)
public String addComment(@RequestBody CommentRequest
commentRequest) {
/] B RINTEICHZ g
: return ”iEIRRIALIN;
}
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