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public class IpUtil {
private static final String UNKNOWN = “unknown”’;

public static String getlpAddress() {
HttpServiletRequest request = ((ServletRequestAttributes) RequestC
ontextHolder.getRequestAttributes()).getRequest();
String ip = request.getHeader(”x-forwarded-for”);
if (StringUtils.isBlank(ip) || UNKNOWN.equalslgnoreCase(ip)) {
ip = request.getHeader(”Proxy—-Client-IP”);

if (StringUtils.isBlank(ip) || UNKNOWN.equalslgnoreCase(ip)) {
ip = request.getHeader(”WL-Proxy—Client-IP”);

if (StringUtils.isBlank(ip) || UNKNOWN.equalslgnoreCase(ip)) {
ip = request.getRemoteAddr();
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if (StringUtils.isNotBlank(ip) && ip.indexOf(’,’) > 0) {
ip = ip.substring(0, ip.indexOf(”,”));
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return ip;
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@Component
@SiIf4;j
public class IpAccessinterceptor implements HandlerInterceptor {

@Value(”${ip.black}”)
private Set<String> blacklpList;



@Value(”${ip.white}”)
private Set<String> whitelpList;

private final static String LOCAL = ”127.0.0.1%;
@Override
public boolean preHandle(HttpServietRequest request, HttpServletRes
ponse response, Object handler) throws Exception {
String ip = IpUtil.getlpAddress();
if (Objects.equals(ip, LOCAL)) {
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return true;

}
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if (blacklpList.contains(ip)) {
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log.info(”ip:{} FEER R EPIELTAIT].....”, ip);
} return false;
if ('whitelpList.contains(ip)) {
[/ AFEBRER, BN
log.info(”ip:{} AEH B EHIELETS(T).....”, ip);
} return false;
// BGIEE T
return true;
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@Configuration

public class InterceptorConfig implements WebMvcConfigurer {
@Resource
private IpAccessinterceptor ipAccessinterceptor;

@Override
public void addInterceptors(InterceptorRegistry registry) {
// registry.addinterceptor(new IpAccessinterceptor()); new 1Z&;23%
SEIEE#EE A EERINMRENEN

registry.addinterceptor(ipAccessinterceptor).addPathPatterns(”/**”
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@GetMapping(”/filter”)

public String testFilter() {
log.info(”controller\! 575 EM1T T 7);
return ’hello”;

}
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ip:
black: 10.0.0.10, 10.0.0.18, 10.33.194.35
white: 10.33.194.36, 10.33.194.10

ERIEO: [http://10.33.194.35:8080/test/filteriz ] S BT

: J(http://cxyroad.com/
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F% BO)% E8%BE%93%E5%87%BA%E5%A6%82%E4%B8%8B%EF%BC
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INFO com.shepherd.basedemo.interceptor.lpAccessinterceptor preHandle
[http-nio—-8080-exec-1@82013] : ip:10.33.194.35 B Z EarhiEsEij(a).....
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> **Githubihilt**: [github.com/plasticene/...](http://cxyroad.com/
“https://github.com/plasticene/plasticene-boot-starter—parent”)
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> **Gijteeltlit**: [gitee.com/plasticene3...](http://cxyroad.com/
”https://gitee.com/plasticene3/plasticene-boot-starter—parent”)
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3.7 Nginx FigE IP EHRE

{RBAILATE Nginx PECE IP EHBE. U TE—1TEENRGI:
ittt BELE Nginx

FTF Nginx BEEXE (fFl40: "/etc/nginx/nginx.conf’) , RIMMUTEE:

ng inx

E%M‘tﬂ
http {

#RFEIP AR
allow 192.168.1.100;
allow 192.168.1.101;

# 3B IP B
deny 192.168.1.200;
deny 192.168.1.201;

server {
listen 80;



server_name example.com;

location / {
# AR P HMNAEARBRABAREERENAN, NIEL 6]
allow all;
deny all;

proxy_pass http://your_backend_server;

RIE{EM nginx -s reload’ EFAINEHHEE SXEENA]
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