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a,

import { ConfigModule } from *@nestjs/config’;
@Module({
imports: [



ConfigModule.forRoot({
})isGIobaI: true, // £FEM

1,

controllers: [],

ﬁ)rovidersz [
D

const config = require(”../.config.json”);
const { dbName, host, port, user, password } =
require(”../config/index”).database;

ittt 2.3 HIELR
[aimARSS, BRHEREMDARIDHN,

f£koadR, A[@idkoa-routerk3EM, (koa-router)

const Koa = require(’koa’);
const Router = require(’@koa/router’);

const app = new Koal();
const router = new Router();

router.get(’/’, (ctx, next) => {
// ctx.router available

b;

app
.use(router.routes())

.use(router.allowedMethods());



B2, BHEBMN—AERMOXMY, tbilapp/api/\*.js. (FKIHEERIUERD
ERFRE R 1)

B A& drequire-directoryE# (Tt 25 A1 .

static initRouters() {
const apiDirectory = “${process.cwd()}/app/api’;
requireDirectory(module, apiDirectory, {
visit: (obj) => {
if (obj instanceof Router) {
: InitM{anager.app.use(obj.routes()).use(obj.aIIowedMethods());
else
/] RBEZIERGH
if (obj instanceof Object && obj.router) {
for (let r in obj) {
if (r instanceof Router) {
InitManager.app.use(objlr]l.routes());

ETEnestjstp, MEFHET, {F—controllerffE—TiEH, (RFEER
=R Eapp.modules® 5| NENT])

@Post(’/register’)
register(@Body() registerDto: RegisterUserDto) {
return this.userService.createUser(registerDto as User);

}
}

#i#t# 3. 2/FEHIR (aoptHYEZ)



aopal LR R E ROIFTRDBARRIE, FEAERFTRAFHINE
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ftkoad, FEIFREFRBEH/ES. (MRTEEFERENAIUE—T)

const app = new Koal();
app // EREFELIE
.use(catchError);

cons’{c catchError = async (ctx, next) => {

try
await next();

} catch (error) {

// error D RAFM, —MEMENENEIR, —MIEFMLNKRINER
/] EohiEiR, SHREEMN, ZEWNR, 404%F
const isHttpException = error instanceof HttpException;
/] MREBFRIME, BAKRMER NWEEMERS

if (global.config.environment === ”"development” && !isHttpException)

throw error;

}

if (isHttpException) {
ctx.body = {
msg: error.msg,
errorCode: error.errorCode,
request: “${ctx.method} ${ctx.path},

ctx.status = error.code;
} else {
ctx.body = {
msg: “IXIF, ARSBIRET”,
errorCode: 999,
reuqgest: “${ctx.method} ${ctx.path},

} c’tx.status = 500;
}
I8
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const app = await NestFactory.create(AppModule);
app.useGlobalFilters(new AllExceptionsFilter());

export class AllExceptionsFilter implements ExceptionFilter {
constructor(private log: LogService) {}
catch(exception: unknown, host: ArgumentsHost) {
const ctx = host.switchToHttp();
const request = ctx.getRequest<Request>();
const response = ctx.getResponse<Response>();
const status =
exception instanceof HttpException
? exception.getStatus()
: HttpStatus.INTERNAL_SERVER_ERROR,;

let message = 'RRF R LEEE, BRAFLEAR;

if (exception instanceof HttpExceptlon) {
const exceptionResponse = exception.getResponse();

if (
typeof exceptionResponse === ’object’ &&
) {exceptlonResponse hasOwnProperty(’message’)

const validationErrors = exceptionResponse[’message’];
if (Array.isArray(validationErrors)) {

message = validationErrors.join(’, ’);
} else if (typeof validationErrors === ’string’) {

message = validationErrors;

}

}

this.log.error(message, request.url, this);

response.json({
code: status,
timestamp: new Date().tolSOString(),
path: request.url,
msg: message,

1;

}
}



#ittt 4 BUEEERE

T~EEEkoak EnestjsH, ERARNBIBERAARNEZLR, (HXLH
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tbN#EkoaiEiEmysql{EASequeLize, E#EmongodblllFmongoose,

Amongooseaffll, EBEAMERIEE R, RE—1TRB,

mongoose
.connect(url)
then(() => {
})console.Iog(”%&}EEE}%EJZI}J! ”);

.catch((error) => {

console.log("# B EEIZKI: ”, error);

)

REBIZUARFERRENX, NMi@idmongoose.Schemai#1TEIE,

cc{)nst UserScheme = new mongoose.Schema(
nickname: String,
email: String,
password: {
type: String,
set: (val) => {
const salt = becrypt.genSaltSync(10);
/] 10RREFRIRLZS
return bcrypt.hashSync(val, salt);

)

L,

level: {
type: Number,
default: 10,



L
L
{
timestamps: {
createdAt: ”created_at”,
updatedAt: ”updated_at”,
} deletedAt: ”deleted_at”,
}
);

const User = new mongoose.model(”user”, UserScheme);

mEnestjs, EAMREMKT HHNAREEBIEENTRERSE, Ll

@nestjs/mongoose,

BT EdMN4ED AT, HEMELAUFIGEHAT, B2, B1BRE,
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#it 5. SERE

SERIREE, AIRANLERZ M 2validatoriX M,

FTA, HATkoaZHWZRINXNE, SEMENAE, MT—RFHEK,

[ EAEXRIZSR, FRLARTLAE HEYAS 2

class LoginValidate extends LinValidator {



constructor() {
super();
this.email = [new Rule(”isEmail”, "HRFE S FSE)];
this.password = [
/] B8 AP HIEEE
. new Rule(”isLength”, "ZiE3ZE /M6, &=ZH32(iI”, { min: 6, max: 32
new Rule(
”matches”,
PERIEAREIE”,
PA(21[0-9]+9)(?![a-zA-Z]+$)[0-9A-Za-Z]”

// €
router.post(”/login”, async (ctx) => {
const v = await new LoginValidate().validate(ctx);
console.log(”v”);
const user = await User.verifyEmailPassword(
v.get(”body.email”),
v.get(”body.password”)

ctx.body = {
token: generateToken(user._id, user.level),

D;
Mm7Enestjs, FHEIM, EXNRETHERASFE, (class-validator)

FEEARE, BTARSELERSEN,

213

@Post(’/register’)
register(@Body() registerDto: RegisterUserDto) {
return this.userService.createUser(registerDto as User);

}



EfEREAEXtIZEE RGN,
XM X RegisterUserDto,
EXTE—M1TE, EXTARREY, BdX ENEYSEHRNSEHITEN,

oL, & R ER TS,

export class BaseUserDto {
@ApiProperty({ description: ‘IS’ })
@IsNotEmpty()
@Length(3, 20, {
})message: MRS K EESR20MFERF,

account: string;

@ApiProperty({ description: 2313’ })
@IsNotEmpty()

@Length(6, 20, {

})message: BRI KEE6EI20TF R,
password: string;

}

export class RegisterUserDto extends BaseUserDto {
@ApiProperty({ description: *AAFPIEFR’ })
@IsNotEmpty()
@Length(3, 20, {
})message: AP R EESZI207TFRF,

name: string;

@ApiProperty({ description: *F4l5’ })
@Validate(checkPhone, {
})message: "FHSHBIEIR,

tel?: string;
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(uEEFHAE,

HEXH—RefEFERSS 28, REHRENBERIT MG,

BEEEkoaPHEHREMEINBEE, ERERIMENRER T pm2, {£H
pm2Bc & T HicicRKINEE.

1E' RBMBARRERApmM2,AAUGIE R HF—1 HEICRINEEZRE LERN

ffkoat, FEFILAT@idkoa-logger, logdjsi XN ELESLIMBAKFIDE, M
FrthiREE,

miEnestjsd, MA@ ITIwinston3EEE],

this.logger = winston.createLogger({
level: ’info’,
format: winston.format.combine(
winston.format.timestamp(),
) winston.format.json(),
transports: [
new DailyRotateFile({
dirname: ’logs’,
filename: ’application-%DATE%.log’,
datePattern: ’'YYYY-MM-DD’,
zippedArchive: true,
maxSize: ’10m’,
maxFiles: ’14d’,
b,
],
b;
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SN RAVIZEFI B ERIFEE RN—TF K,

o ENTMESR, SEhtZEER—THFRiktoken, AFSIXIEOEKREFE
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A rktokentRiE R, RE@idjsonwebtokenFE#H1TERENA,

const jwt = require(”’jsonwebtoken”);
const token = jwt.sign(

{
uid,
scope,
}

)
secretKey,

{

expiresin,

}
);

XENEIEE, WESRETHHEFZOIEX,

ftkoam, —ARRVARIRAS REZET FIEHFHITE=ERI,

router.get(”/info”, new Auth().check, async (ctx) => {

)

ERPEETUES|ctx E X, FEIRERHtokenFHi#H1TRIEENH],



get check() {
return async (ctx, next) => {
// token &l
const userToken = ctx.req.headers?.token || »”;
console.log(”userToken”, userToken);
let errMsg = ”"tokenA"&i%”;
if (luserToken) {
: throw new Forbbiden(errMsg);
try {
var decode = jwt.verify(userToken, config.security.secretKey);
} catch (error) {
// token A"GiE
// token T HA
if (error.name == "TokenExpiredError”) {
errMsg = “token< FEE 3 HE”;

throw new Forbbiden(errMsg);

}

if (decode.scope < this.level) {

errMsg = " RAF&”;

throw new Forbbiden(errMsg);

}

ctx.auth = {
uid: decode.uid,
scope: decode.scope,

b

await next();

Mm7Enestjs, BIHFNPTET#FEREUseGuards (FI1) F#HITIER,

@UseGuards(AuthGuard)

@Get(:id’)

async getUserInfo(@Req() req: any): Promise<string> {
return reqg.user;

}



@Injectable()
export class AuthGuard implements CanActivate {
constructor(private jwtService: JwtService) {}
async canActivate(context: ExecutionContext): Promise<boolean> {
const request = context.switchToHttp().getRequest();
const token = this.extractTokenFromHeader(request);
if (Itoken) {
throw new UnauthorizedException(’Fc38token’);

}
try {
const payload = await this.jwtService.verifyAsync(token, {
})secret: SECRET,
/] EXEIFHAIE payload EHFRBEKITRLE
[/ CMEBATRI AT R PIAEE
request[’user’] = payload;
} catch {
throw new UnauthorizedException(’FtZ{#token’);

}

return true;

}

private extractTokenFromHeader(request: Request): string | undefined {
return (request.headers.token as string) || undefined;

#ittt 8.apiX
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B ERNATURERMIS MY apiX E, LBl T EXE



/**
* @swagger
* [register:
*  post:
*  tags:
* — User
*  summary: Register a new user
*  description: Register a new user with email, nickname, and
password
router.post(”/register”, async (ctx) => {
const v = await new RegisterValidate().validate(ctx);
/] BEFENE, NERRPHE L8
const user = {
nickname: v.get(”body.nickname”),
email: v.get(”body.email”),
password: v.get(”’body.password1”),

b

console.log(user);

await User.create(user);
throw new Success();

b;

BEXMANBAKRER, BEAFAKEE, EREHRAEDER, RITHAEN
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HITHEKEBnestjsiIfBRAL R, (@nestjs/swagger)

@UseGuards(AuthGuard)

@Get(:id’)

@ApiOperation({ summary: RBAEFPER D

@ApiParam({ name: ’id’, description: *FFid’, type: String })

async getUserInfo(@Req() req: any): Promise<string> {
return reqg.user;

}

@Post(’login’)
@ApiOperation({ summary: &%’ })
@ApiBody({

description: *& RS0,

required: true,



schema: {
type: ’object’,
properties: {
account: { type: ’string’, description: ’lkS"’ },
password: { type: ’string’, description: *Z33’ },

M
required: [’account’, ’password’],

L
)
signin(@Body() signinDto: BaseUserDto) {
return this.authService.signin(signinDto.account, signinDto.password);

}
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koa: [github.com/yeshaojun/k...](http://cxyroad.com/
”https://github.com/yeshaojun/koa-service-template”)
nests: [github.com/yeshaojun/n...](http://cxyroad.com/
”https://github.com/yeshaojun/nest_template”)
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