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'RETURNfI'THROWS =14, HILE=1"HT L5 BB B NI TIRE R
MFD TR FRINLF

// BEFORE
try {

/*
* do something...

*/

// RETURN
return;

} catch (Throwable cause) {
// THROWS

}

EJ BEFORE'. ‘RETURN fI'THROWS =M THEMHOE, JFEIELRTT A
SRR ZEAOPRIIRIE.

0. AJIARRANFINZ A EANAS
1. ATLARAIFI AR S EERREENNHNSRE
2. AIARE S EFATIATE

*HERERRTZAERROEEXERTR, REAENEBERASENT
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AEIEERENGEIZANLFREENRE, REREFEMHRENRER
ARERIEERE.

* **BEFOR EEff**: MITHEMZBIMAR

* **RETURN FE4**: H1T7HEMIRE 2 si#iEA

* *THROWS FE4**: HITHERMEEE Z2ri#iEA

* **|MMEDIATELY\_RETURN**: 37ENiEF: RETURN E
* **|MMEDIATELY\_THROWS**: 3I7BENiEFA: THROWS E&

EigEN E, IMMEDIATELY_RETURN'#1 'IMMEDIATELY_THROWS R &
RiERARNEGS, MR REER SEPREE, ERERIEPAFER
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> TR IEHIR B4 FEIARE A
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+========+ <return> +========4 | <return immediately>

| | <return immediately> | |

I BEF(?RE l_________T____I_ ——————— >| RETURN |<———+

Fem=======4 Fem========4

<throws immediately> | |
| <return immediately>

e >| THROWS |<———+
<throws> | | |



<throws immediately> +========+ | <throws immediately>

i ITERNIZEE 4
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* **| INEEH**: FER—1THERITZE, BEeb1TEG

* **CALL\_BEFOREEf{t**: AR EA S — 1ALl

* **CALL\_RETURNZEH**: FERBARAS—TAEZRE, EFRMO
* **CALL\_THROWSE#H**: FAEREARRS—1AEZE, WEEE

> Ilffoo57ARIBEFORE, RETURN, THROWS, LINE. CALL\_BEFORE,
CALL\_RETURN, CALL\_THROWSZE1#

void foo(){
// BEFORE-EVENT
try {

/*
* do something...
*/
try{
//LINE-EVENT
//CALL_BEFORE-EVENT
a();
//CALL_RETURN-EVENT
} catch (Throwable cause) {
// CALL_THROWS-EVENT
}
//LINE-EVENT
// RETURN-EVENT
return;

} catch (Throwable cause) {
// THROWS-EVENT
}



Hitt **FERA Ay ] HR x>

RIRE e B HAR B IR NS, . RRENE . WBRGETE . RRARLE . 1RIR
ﬂﬂﬁmﬁi EA)Iku_,\o

* R RN ﬁJLCIassLoader STRARIRAT NN EL

* RxEIRENEFx . FRERIGIRAYSE ?fﬁload iR F T

* R AR LR GE *Eik?&/%ilﬁlﬁ, BERFRIAR S SRHE, A
‘com.alibaba.jvm.sandbox.api.listener.EventListener’ J& Fr4 K 53 RIH0

%

* RRRLR RG> ’I‘EH&?&)«’EZEE, BIRATISERMRE
‘com.alibaba.jvm.sandbox.api.listener.EventListener’ §#5FEk, FoiEUNE

MNEH, EEIENE, BREASEERATHREIEXEH, 15/" BLEXY

PR L NGB {DARTE,

* AAEIRINEF T BIRINBELETH, XTRSENTHMHELE, &5
AR IEIREEITH

FEIR AT IA@ T 5L com.alibaba.jvm.sandbox.api.ModuleLifecycle $#1, 3
1RIRA dn B HAE TR

#i BRZEME

JVM-Sandbox @i HTTP fRE 2 (Jetty) 1IESHFP SN ERBITEIR, B
& JVM Tl O Bin A iEIEE,

£ JVM-Sandbox INEH, “agent’. ‘core’. ‘spy’ EHZLERERF.

* “agent’: JDFEREIIE
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TR, BENAERINEFIB Java SPI HlEl, FRAEREERFS Java
SPI" FTEEXK,

* JATHRE public’ TS H&EREL

* hIREEE] “com.alibaba.jvm.sandbox.api.Module™ #Z[;

* IREEANTER resources/META-INF/services” B& T8l
‘com.alibaba.jvm.sandbox.api.Module® AR, XERABTNABEEX
‘Module®™ HI5EEEEIKIZ,

Hrp Java SPI X433 e] LA 7ZESCERZE _Ehn
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éri%%lérces/META—INF/services‘ BREIEBIZEOXMHE, HEANZIERRT. *
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<dependency>
<groupld>org.kohsuke.metainf-services</groupld>
<artifactld>metainf-services</artifactld>
<version>1.7</version>
<scope>compile</scope>

</dependency>

He# JVM TI

JVM TI (Java Virtual Machine Tool Interface) & **Java EIHETIRHAY

native IEiR1**, 2 JUM RRIBN—ARTHWEMES T, B, SEE
f TRNREED., EALTFRERAN JVM REB, TARIGITRENE, HizHl
JVM 89178, MmLHEAKNTAINEE,

JVM Tl ETFEHIEDFIENANGI, T E@idFMEHRREEImN JVM P&
MEY, TESSUTAHS:

* %% JVMTI 3F1& (Environment):** £ JVM Tl B9 LT3, BHiHE JVM TI

FEAGHEO,
ol (Fvent) JVM SHESERISRT, MIEME, SRR, S

* **E5{4 O] IA K £ (Event Callback Function):** AP EXHIERE, BATFLIE
SERBNEG,

* xxfE1] (Capabilities):** —ZHIZHI JVM TI T HMNIGE, BIMNESE RIFEN
FTHE. EEERANMRIEIRIRE.

H JVM INEEESUEF IS SRS INE 8 FE4 ClassFileLoadHook, MM
& Instrumentation ZERR] ClassFileTransformer (F 1352380
‘transform” F57&, £ “transfrom® FiERE AN FHE#HITHRR,

### Instrumentation

Instrumentation & JVM 1RHAY ] ATEEITII aISIEER E DN E KA E At EE
, **Instrumentation FIEBESEIRFEIT JVM TI, **

Java Agent @i Java Instrumentation API 3230, EHAZ/OWLHIZEX FHigiH

17##(E. Instrumentation API 127 —4HIEO, RIFALKEFEXRMBZAEZ
[EIEERAIFETIRE, Instrumentation L5 R EEEIT Agent BY “premain” (&
‘agentmian’ J5iARMZSENHIREN,



Java Agent XHAHFITIE
0. **Premain J3iE**:

* & JVM ERidHeT, RATERAARE,

* 753EZE R “public static void premain(String agentArgs, Instrumentation
inst)’

1. **Agentmain FFiE**:

* £ JVM B1TRH1T, BT ahSHInAE,

* HiA&ER: “public static void agentmain(String agentArgs,
Instrumentation inst)’

2. **|nstrumentation 1ZF[]**:

* IR EZHIBAOINEE, BHIRNRIN ClassFileTransformer, EIEN EZE,
3. **ClassFileTransformer 1Z[]**:

* BTl hiRiERIEE.

2 LN Agent ELAR

0. 7£ JVM FEETAIT, #id JVM BEZEL —javaagent’ JIE Agent, iX#
FESFEE JVM —iEig5E), FIA Agent 12{#EY “premain” Fi%.
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Z**H%];%TIU?S £ JVM SEhEginE, vIARRTEN AEFAEHNITZRIST
gent a

* o gERs i)y HFEN ARSI NG, &R T &7 M R HE,
R Agent BEIBEEMBAENEK, HE VM BaINEERMNSEFASSE JVM
BT FEE CPU B, MRREFBRIE, **RE**

* HA|EBR JVMA*: IREEFRIYEH Agent, FEER JVM,

1. 7£ JVM 1717, BTFhSMIINAIE, FIA Attach API £ JVM 1B17RS
AEEEENEN FEIATSERIEE, (FR Agent 1 "agentmain® 5%, Bl
ENERIE. Attach API 12T —FhHiiNE IJJava F?MILE’]M%IJ {EFLE API
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fx JVM @IRRYEETD .
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* R RERY AINENAEITREISHI Agent, FFEER JVM,
* R REEE . ATRIEFEREATMIINELIEER Agent, **ERR**

* FxERERZ I EEITIREISHINATES TR LM, HilEESH
ARiaET. IR Agent BEIFEMHASHRAESSENBIR JVM H I K15
, CPU BlEhZE1Em.,

* kxgZuitxx: SLIMFNEIR Attach BEEMNE 2,

£ Instrumentation 1IZOFRE T 21 APl AREEBNREFTE

* “addTransformer: JEMF Tii0%%RaE, S M— T F i8R E, AN
RMBMEI F I RBITLE,

* ‘retransformClasses’: Zif% JVM ENNFBIRHITF TR

* ‘removeTransformer’: MIFREEMANF DRSS, BIREFMBNEZSS
BRUFTEEREFLE, BREZL“ER" IR ERIWERE

#t#t#t ClassFileTransformer

ClassFileTransformer (FTi95%#23) 2—1 &0,

£ “transform’ AJDUREIEEREAIFTRS "bytel]', vILAES
‘Instrumentation#taddTransformer” AiEISEEMNFE D IDEREZHITIEM, —
BiEMEFTEERssMaEENTEMA.,

0. FrinEN LB, 40 "ClassLoader.defineClass’
1. BEE N LR, 40 Instrumentation.redefineClasses’
2. YK B EFEEIRAORTR, 51%0 "Instrumentation.retransformClasses’

Hit# **EIRFEBA R TR T >+

WRAEMMEmAIN: "Attach” F "Agent’,



EIEIRPER "@Information’ =B ‘mode’, BEERFEA .,

: Attach': ENEEIBIVEIIER, AMETEREIR WM R TR
B HY )
*Agent': BEE JVM' RIS MENRKDIEER,

WAAFERE JVM' BENZHPIENSE,

i Sandbox BRI BTE /Users/xxx/DevEnv/sandbox’, TEE JVM' B

NS PIEINSE

—javaagent:/Users/xxx/DevEnv/sandbox/lib/sandbox—agent.jar

JVM-Sandbox {# 5l

B{xMERHINSEIE HXHE](http://cxyroad.com/
”https://github.com/alibaba/jvm-sandbox”)

#i —iE B AR

EAEAPERNENEERAHITHEESZ, ERAHE., BE—1EEAHE
B4 ‘Demo’ IR T & "JVM-Sandbox® {£H.

BEHE— RN TIIE, £ Maven {KkEih5|H JVM-Sandbox’, BEF#
FIMIT THE(ER parent” AL,

<parent>
<groupld>com.alibaba.jvm.sandbox</groupld>
<artifactld>sandbox—-module-starter</artifactld>
<version>1.4.0</version>



</parent>

HE—PERER—T JVM-Sandbox® &R

@MetalnfServices(Module.class)

@Information(id = ”demo-breakdown”, version = ”0.0.1”)
public class DemoBreakdownModule implements Module,
ModuleLifecycle {

private static final Logger logger =
LoggerFactory.getLogger(DemoBreakdownModule.class);

@Resource
private ModuleEventWatcher moduleEventWatcher;

@Override
public void onLoad() throws Throwable {
logger.info(”’DemoBreakdownModule onLoad”);

@Override
public void onUnload() throws Throwable {
logger.info(”’DemoBreakdownModule onUnload”);

@Override
public void onActive() throws Throwable {
logger.info(”DemoBreakdownModule onActive”);

@Override
public void onFrozen() throws Throwable {
logger.info(”’DemoBreakdownModule onFrozen”);

@Override
public void loadCompleted() {
logger.info(”’DemoBreakdownModule loadCompleted”);

/**
* BEXAF®S

* @param param



* @param writer
*/
@Command(”breakdown”)
public void breakdown(final Map<String, String> param, final
PrintWriter writer) {
final Printer printer = new ConcurrentLinkedQueuePrinter(writer);

— e —
final String cnPattern = param.get(”’class”);
final String mnPattern = param.get(”’method”);

/] JiEes
Filter exceptionFilter = new Filter() {
@Override
public boolean doClassFilter(int access,
String javaClassName,
String superClassTypedavaClassName,
String[] interfaceTypeJavaClassNameArray,
String[] annotationTypeJavaClassNameArray) {
return Objects.equals(javaClassName, cnPattern);

}

@Override
public boolean doMethodFilter(int access,
String javaMethodName,
String[] parameterTypeJavaClassNameArray,
String[] throwsTypeJavaClassNameArray,
String[] annotationTypeJavaClassNameArray) {
return Objects.equals(javaMethodName, mnPattern);

}
|5

/] TEREA T

int watchld = moduleEventWatcher.watch(exceptionFilter, event —>

switch (event.type) {
case BEFORE:
ProcessController.throwsimmediately(new
RuntimeException(”’breakdown it by demo-break”));
break;
case RETURN:
printer.printIn(String.format(
”return on [%s#%s]”,
cnPattern,
) mnPattern

break;



}, new ProgressPrinter(printer), Type.BEFORE, Type.RETURN);

try {
printer.printin(String.format(
”exception on [%s#%s] exception: .\nPress CTRL_C abort

it!”,
cnPattern,
mnPattern
));
printer.waitingForBroken();
} finally {
: moduleEventWatcher.delete(watchld);
}
}

HERIRICHESCII AR R B, BT RIRE ap R O], TEIRIRE ap B HAR ERFTED
BEER, TRERERERNER,

‘public void breakdown(final Map<String, String> param, final PrintWriter
writer) AABEAFPBEXGLHNAN, EAEAOLESLZEEBERFRE

o

HepsL I a94Zi0
‘com.alibaba.jvm.sandbox.api.resource.ModuleEventWatcher', @idSE 4
mrEs, NIREELESEMY, LI AOP EES,

FIEIRFTE "mvn clean package’, E¥T8I4FRY jar B ‘sandbox’ Z3H
¥ "./sandbox/sandbox-module/" T,

J25) “sandbox’ , "./sandbox.sh —-p <PID>" EHf "PID" A4FEBi5 Java i#
2 ID, B{Fap<u[ZE([E KB X#E](http://cxyroad.com/
”https://?ithub.com/aIibaba/jvm—sandbox/wiki/USER—INSTALL—and—
CONFIG”):



*./sandbox.sh —-p 6521 -d ’demo-
breakdown/breakdown?class=com.springboot.demo02.web.service.User
Service&method=combinePrefix’"

BERITER:

java.lang.RuntimeException: breakdown it by demo-break

at
com.col.jvm.demo.module.DemoBreakdownModule.lambda$breakdown$0
(DemoBreakdownModule.java:97) ~[na:na]

at
com.alibaba.jvm.sandbox.core.enhance.weaver.EventListenerHandler.han
dleEvent(EventListenerHandler.java:116) ~[na:na]

at
com.alibaba.jvm.sandbox.core.enhance.weaver.EventListenerHandler.han
dleOnBefore(EventListenerHandler.java:350) ~[na:na]

at
java.com.alibaba.jvm.sandbox.spy.Spy.spyMethodOnBefore(Spy.java:164)
~[na:na]

at
com.springboot.demo02.web.service.UserService.combinePrefix(UserSer
vice.java) ~[classes/:na]

it *HERE TSRO

—d: RRBEXSBR

BEXG<LERAR:

* * /sandbox.sh —-p <Pld> -d <MODULE-ID>/<COMMAND-
NAME>[?<PARAM1=VALUE1>[&PARAM2=VALUE2]]



?" 1‘;19%43_11«,(3_3_5!175551‘1'13 ‘@Command’ %%, it “sandbox.sh™ AJLAIEH
Xap 2 EBEHIncAE,

@MetalnfServices(Module.class)
@Information(id = ”demo—-exception”, version = 70.0.1”)
public class DemoExceptionModule extends ParamSupported
implements Module {
/**
*BEXRAFP®R
* @param param
* @param writer
*/
@Command(”exception”)
public void breakdown(final Map<String, String> param, final
PrintWriter writer) {
final Printer printer = new ConcurrentLinkedQueuePrinter(writer);
/A —— L —
final String cnPattern = getParameter(param, ”class”);
final String mnPattern = getParameter(param, ”method”);

/] ...

LRSS NI RAY -d R LS E: "—d *demo-
exceptlon/exceptlon'?class <CLASS>&method=<METHOD>"" ErJ$§EZ!

XA,

#i##t JVM-Sandbox N EERE 5

DA NBRERNER, REZET—

* **sandbox/module/**

IFARGHEIRB R, BB system_module’ #TENX . ATEHIVEEA
E’]*"iﬂiﬂ& EE 40 P F b fE 1S bR B IR T BE I module—m grigiR, RERIIEIRIZE
RS ER TERIGER IS F TR AL, EEIIJE/"%EE’]&*EW K o

RGMRRAZ*RIFR(-F)** | **@FIRIFT(-F)** INENTIE, REHRER



(=S)** BRIV FAEFIMBRSIRIRB R THABIERIR,

* **sandbox/sandbox-module/**

IWFERAFERBE R, HEEIN user_module #ITENX ., —RRRTFEIAF B
BURREIR, BIRVRIRE B EEIGNERIMRAS AR TIF, SFEHITRRNEHR
TRIREIRAASR, BTGB *RIFR(—f)** spe*amblRlFR(-F)** SRR EFRINE

FAFIEEERRITEER jar X4, A sandbox £&KIK1Z T "sandbox-
module” B%.

ERT=

0. *+iEBENIE SR

* T ARIERE MR iR ARINATES 8], FBIRBIIERERN,
* o FRERIE . IIRAF. CPU FHERNERIER, MAFERDE.
1. **EIEEIZhfr**

* TR REEE BRETRREHO R RS, REETE,
* o EES T SRR O SEE, Sk,
2. PR R Hx

Eﬂ@@ﬁﬁ%gﬂz%E@@ﬁﬁ(@ﬁﬁﬁwm\xﬁﬁg)umﬁfe
R (TREI CRHMERTR, RNSEE,
3. W+ PR R

;**Eb?éﬁilﬁiiﬁ**! ERMELENANERT, BABRKE, ERNANAERIA

* I E e BTSRRI R, BTRENARIE.
4.+ R B>

* xR AT DR AEZERERAXR, TEBRAGHKRIEGH,
* xR BEREKNTE IR, R3S REEMNRETERE,
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