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/] MIEP BIREN~ %A
// XBEEMIEH EalipayCertPublicKey_RSA2.crt
[/ X REEEZRIHRE R
func getPublickKey(ctx context.Context) string {
block, _ := pem.Decode([Jbyte(”** & Hll#4 1T e **"))
if block == nil {
} return ””
cert, err := x509.ParseCertificate(block.Bytes)
if err = nil {
return ””
}
pubKeyBytes, err :=
x509.MarshalPKIXPublicKey(cert.PublicKey.(*rsa.PublicKey))
if err 1= nil {
} return ””
pem := pem.EncodeToMemory(&pem.Block{Type: "PUBLIC KEY”,
Bytes: pubKeyBytes})
} return string(pem)

// BN BB FIS
/] XEBEERITEH EappCertPublicKey_20210041396xxxx.crt
func getAppCertSN(ctx context.Context) string {
block, _ := pem.Decode([Jbyte(”**& Hl#5 NI e **"))
if block == nil {
return ””

}
cert, err := x509.ParseCertificate(block.Bytes)



if err 1= nil {
return ””

}

return md5Hash(fmt.Sprintf(”%s%s”, cert.Issuer, cert.SerialNumber))

}

// REMRIERFIIS
// XBEENIEH FalipayRootCert.crt
/] ctXFNELE—T, H-———- BEGIN CERTIFICATE-————— ————- END
CERTIFICATE———— T Rk[1string
func getCertRootSN(ctx context.Context) string {
var sn bytes.Buffer
for _, alipay_root_cert := range [Istring{”**& Hll#& NG 1 e **"} {
if block, _ := pem.Decode([Ibyte(alipay_root_cert)); block != nil {
cert, err := x509.ParseCertificate(block.Bytes)
if err != nil {
} continue

// REISHA256WithRSAKIIE+H
if cert.SignatureAlgorithm != x509.SHA256WithRSA {

} continue
si := fmt.Sprintf(”%s%s”, cert.Issuer, cert.SerialNumber)
if sn.String() == 77 {
sn.WriteString(md5Hash(si))
} else {
sn.WriteString(”_")
} sn.WriteString(md5Hash(si))

}
}

return sn.String()

}

LIESTUEH, FTHMEERNNE

; ; alipay.trade.app.pay(app3{1%[12.0)

https://opendocs.alipay.com/open/cd12c885_alipay.trade.app.pay?path



Hash=ab686e33&scene=20&ref=api
// R[EforderStriaZ F i
func AlipayAppPay(ctx context.Context) (string, error) {
bizParams := mapl[stringlinterface{}{
?out_trade_no”: ?1”,
”total_amount”: 0.01,
”subject”: »SUBJECT?”,
”time_expire”: time.Now().Add(time.Minute *
1 5)}.Format(time.DateTime),
bizBytes, _ := json.Marshal(bizParams)
bizString := string(bizBytes)

commonParams := mapl[stringlinterface{}{
alipay_root_cert_sn”: getCertRootSN(ctx),

?app_cert_sn”: getCertSN(ctx),
Zapp_id”: ”APPID”,
”method”: ?alipay.trade.app.pay”,
?format”: ”JSON”,
”charset”: ?utf-8”,
’sign_type”: ”RSA2”,
”timestamp”: time.Now().Format(time.DateTime),
?version”: ?1.0”,
”notify_url”: ”NOTIFY_URL”,

} ’biz_content”: bizString,

/] BEFFHHE

query := buildQuery(commonParams)

/] E&H&

sign := signature(ctx, [Jbyte(query))

values := buildValues(commonParams)
values.Set(”sign”, sign)

return values.Encode(), nil

; ; alipay.trade.wap.pay(F MLz {31&02.0)

https://opendocs.alipay.com/open/29ae8cb6_alipay.trade.wap.pay?path
Hash=1ef587fd&ref=api&scene=21
// EEIRformStréihs



func AlipayWapPay(ctx context.Context) (string, error) {
bizParams := mapl[stringlinterface{{
?out_trade_no”: ’1”,
”total_amount”: 0.01,
”’subject”: »SUBJECT?”,
”product_code”: "QUICK_WAP_WAY?”,
”time_expire”: time.Now().Add(time.Minute *
15).Format(time.DateTime),
} quit_url”: ?QUIT_URL”,
bizBytes, _ := json.Marshal(bizParams)
bizString := string(bizBytes)

commonParams := mapl[stringlinterface{}{
alipay_root_cert_sn”: getCertRootSN(ctx),

?app_cert_sn”: getCertSN(ctx),
Zapp_id”: ”APPID”,
”method”: ?alipay.trade.wap.pay”,
?format”: ”JSON”,
”charset”: "UTF8”,
’sign_type”: ”RSA2”,
”timestamp”: time.Now().Format(time.DateTime),
?version”: ?1.0”,
”notify_url”: ”NOTIFY_URL”,
’biz_content”: bizString,

| return_url”: RETURN_URL”,

/] BEFFHIHE

query := buildQuery(commonParams)

/] &R

sign := signature(ctx, [Ibyte(query))
delete(commonParams, ”biz_content”)

values := buildValues(commonParams)
values.Set(”sign”, sign)

url := fmt.Sprintf(”%s?%s”, config.C.Alipay.OpenApi, values.Encode())
bizString = template.HTMLEscapeString(bizString)

html := "<form id="alipaysubmit” name="alipaysubmit” action="%s"
method="POST”><input type="hidden” name="biz_content”
value="%s"”/><input type="submit” value="ok”
style="display:none;”></form><script>document.forms[”alipaysubmit”].s
ubmit();</script>"

return fmt.Sprintf(html, url, bizString), nil



/] REWE
// notify 22 posti&kbody
// gintEZER] ILiX$¥£H bodyBytes, err := io.ReadAll(c.Request.Body)
func AlipayVerifyNotify(ctx context.Context, notify string) bool {
values, _ := url.ParseQuery(notify)
var sign string
m := mapl[stringlinterface{}{}
for k, v := range values {
if k == ”sign” {
sign = v[0]
} continue
if k == ”’sign_type” {
continue

}
m[k] = v[0]

query := buildQuery(m)
return verifySign(ctx, query, sign)

/] ERLEE
// XEBR/N AR alipayCertPublicKey_RSA2.crt B12EXRY 2N A
func verifySign(ctx context.Context, data, sign string) bool {
publicKey := getPublickKey(ctx)
block, _ := pem.Decode([]Jbyte(publicKey))
if block == nil {
return false

}

pubKey, err := x509.ParsePKIXPublicKey(block.Bytes)
if err != nil {
return false

}

hash := sha256.Sum256([Jbyte(data))
signBytes, ?rr := base64.StdEncoding.DecodeString(sign)
if err != nil



return false

}

err = rsa.VerifyPKCS1v15(pubKey.(*rsa.PublicKey), crypto.SHA256,
hash[:], signBytes)
if err = nil {
return false

}

return true

}

// ThAER B
/] XBEFAAR N BTASARSA2048 -1 REIE, BEZERE txt
[/ ttXFBELZWELRE, BERTAE—T
/] BOAMIRTT, FFRLGRI————- BEGIN PRIVATE KEY————— ————— END
PRIVATE KEY————-
func signature(ctx context.Context, data [Jbyte) string {

block, desc := pem.Decode([Ibyte(config.C.Alipay.PrivateKey))

if block == nil {

return ””

}

priKey, parseErr := x509.ParsePKCS8PrivateKey(block.Bytes)
if parseErr != nil {
return ””

}

hash := sha256.Sum256([]Jbyte(data))
sign, err2 := rsa.SignPKCS1v15(rand.Reader, priKey.(*rsa.PrivateKey),
crypto.SHA256, hashl[:])
if err2 1= nil {
return ””

}

: return base64.StdEncoding.EncodeToString(sign)

FHBNEREX



/] IREBAHEFHIFE, i key=value&key=value
func buildQuery(data map[stringlinterface{}) string {
keys := make([Istring, 0, len(data))
for k := range data {
keys = append(keys, k)

/] SSREHITHF
sort.Strings(keys)

/] REBENINFIEHIF RN F RS
var sortedData strings.Builder
for i, k := range keys {
ifi>0{
: sortedData.WriteString(”&”)
} sortedData.WriteString(fmt.Sprintf(”%s=%vV”, k, datalk]))

return sortedData.String()

}

// maplstringlinterface{}4url.Values

func buildValues(data map[stringlinterface{}) url.Values {
values := url.Values{}
for k, v := range data {
} values.Set(k, fmt.Sprint(v))

return values

}

// EB8IMd5

func md5Hash(text string) string {
hasher := md5.New()
hasher.Write([Joyte(text))
md>5 := hex.EncodeToString(hasher.Sum(nil))
return md5

RIEEEE.

[ SC§E3E: https://juejin.cn/post/7360878754283716634



