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// model/cas.go

type CasServiceResponse struct {

XMLName xml.Name "xml:”serviceResponse””
Data struct {

SFRZH string "xml:”user””

Attributes struct {

Uid string "xml:”uid””

UserName string "'xml:”userName”"

} “xml:”attributes™

} “xml:”authenticationSuccess™”

}
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// utils/cas.go
package utils

import (

”encoding/xml”

’errors”

”fmt”
”github.com/gin—gonic/gin”
”go.uber.org/zap”

”io”

”net/http”
”roomlive—-go/global”
”roomlive—go/model/cas”
”roomlive—go/model/user”
’strings”

func IsAuthentication(w http.ResponseWriter, r *http.Request,
casServerUrl string) (bool, *cas.CasServiceResponse) {

if lhasTicket(r) {

redirectToCasServer(w, r, casServerUrl)

i‘eturn false, nil

localUrl := getLocalUrl(r)

ok, err, res := validateTicket(localUrl, casServerUrl)
global.SYSLOG.Debug(”cas validateTicket”, zap.Bool(”ok”, ok),
zap.Error(err), zap.Any(’res”, res))

if lok {

redirectToCasServer(w, r, casServerUrl)

;eturn false, nil

global.SYSLOG.Info(”user authenticated”, zap.String(”sfrzh”,
res.Data.SFRZH))

i'eturn true, res

func redirectToCasServer(w http.ResponseWriter, r *http.Request,
casServerUrl string) {

casServerUrl = casServerUrl + ”/login?service=" + getLocalUrl(r)
http.Redirect(w, r, casServerUrl, http.StatusFound)

/*
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func validateTicket(localUrl, casServerUrl string) (bool, error,
*cas.CasServiceResponse) {



casServerUrl = casServerUrl + ”/serviceValidate?service=" + localUrl
res, err := http.Get(casServerUrl)

if err 1= nil {
return false, err, nil
}

defer res.Body.Close()
data, err := io.ReadAll(res.Body)

if err 1= nil {

return false, err, nil

}

casRes, err := ParseCasUserInfo(data)
if err != nil {

return false, err, nil

}

if casRes.Data.SFRZH == ”” {

return false, errors.New(”authentication failed”), nil

}

//dataStr := string(data)

//if lstrings.Contains(dataStr, ”cas:authenticationSuccess”) {
//return false, err, nil

/1}

return true, nil, casRes

}

/*
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func getLocalUrl(r *http.Request) string {
scheme := "http://”

if r.TLS != nil {
fcheme = "https://”

url := strings.Join([Istring{scheme, r.Host, r.RequestURI}, )
fmt.Printf(”url: %v\n”, url)

slice := strings.Split(url, 7?”)

if len(slice) > 1 {

localUrl := slice[0]

urlParamStr := ensureOneTicketParam(slice[1])

url = localUrl + ??” + urlParamStr

}

return url

}

/*
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func ensureOneTicketParam(urlParams string) string {

if len(urlParams) == 0 || !strings.Contains(urlParams, ”ticket”) {



return urlParams

}

sep := "R

params := strings.Split(urlParams, sep)
newParams := ””

ticket := 7”

for _, value := range params {

if strings.Contains(value, "ticket”) {
ticket = value

fonﬂnue

if len(newParams) == 0 {

newParams = value

} else {

newParams = newParams + sep + value
}

}

newParams = newParams + sep + ticket
return newParams

}

/*
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*/

func getTicket(r *http.Request) string {
return r.FormValue(”ticket”)

}
/*
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func hasTicket(r *http.Request) bool {
t := getTicket(r)
return len(t) != 0

}

func ParseCasUserInfo(data [Jbyte) (*cas.CasServiceResponse, error) {
var casResponse cas.CasServiceResponse

if err := xml.Unmarshal(data, &casResponse); err != nil {

return nil, err

}

return &casResponse, nil

}

func GetUser(c *gin.Context) (*user.User, error) {
if res, exists := c.Get(”casResponse”); lexists {
return nil, errors.New(”cas authentication failed”)
} else {



casRes := res.(*cas.CasServiceResponse)
waitUser := &user.User{

UserName: casRes.Data.Attributes.UserName,
SFRZH: casRes.Data.SFRZH,

}

return waitUser, nil

}

}
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func CASMiddleware() gin.HandlerFunc {
return func(c *gin.Context) {

isAuth, casResponse := utils.IsAuthentication(c.Writer, c.Request,
utils.CASServer)

if lisAuth {

c.Abort()

;eturn

c.Set(”casResponse”, casResponse)
c.Next()

return

}

}
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